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I
ntelligence analysis has been a key application domain for visual analytics since the US Department of Homeland Securit y created the Nationa l Visualization and Analytics Center in 2004. An initial research roadmap 1 described the challenges and goals of this new domain and identified tasks, data, and analytical scenarios focused on homeland security and terrorism prevention. A passage from the roadmap characterizes the grand challenge for visual analytics systems:
The analysis of overwhelming amounts of disparate, conflicting, and dynamic information is central to identifying and preventing emerging threats, protecting our borders, and responding in the event of an attack or other disaster.
This analysis process requires human judgment to make the best possible evaluation of incomplete, inconsistent, and potentially deceptive information in the face of rapidly changing situations to both detect the expected and discover the unexpected.
Much of this challenge remains, 2 although visual analytics technologies certainly hold great promise. A few commercial visual analytics tools for intelligence analysis are emerging, such as Analyst's Notebook from IBM i2 (www.ibm.com/software/industry/i2software), nSpace from Oculus (www.oculusinfo.com/nspace), and Palantir's suite of systems (www.palantir.com). However, continued progress depends heavily on gaining a deeper understanding of intelligence analysis and the role of an analyst, as well as clarifying how visual analytics can help investigators. These insights must inform any design of any visual analytics system that aims to support intelligence analysis.
The "Investigative Scenarios" sidebar describes the kinds of analysis that are prevalent in the intelligence domain. The scale, diversity, and complexity of the information to be explored make such analyses cognitively demanding. Information is often narrative text, not quantitative data, and as such is not as amenable to automated analysis. Particularly challenging are the "pain points" in the intelligence process-the cost of scanning, recognizing (assessing), and selecting items for further attention; a limited attention span for evidence and hypotheses; and the difficulty of generating alternative hypotheses. 3 To better understand requirements for visual analytics support, we conducted a series of research projects on intelligence analysis. The projects, which spanned 2008 to 2013, include an observational study to better understand the intelligence analysis process and its characteristics. During this time, we also developed Jigsaw (www.cc.gatech.
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edu/gvu/ii/jigsaw), a visual analytics system that integrates computational text analyses with interactive visualization to explore collections of unstructured and semistructured text documents. 4 A walkthrough of a hypothetical intelligence analysis using Jigsaw illustrates the capabilities of visual analytics in such explorations. To better understand the contributions of visual analytics to intelligence analysis, we evaluated Jigsaw's utility in observational case studies of its extended use.
Through these evaluations, we have seen that the combination of computational text analysis and interactive visualization in visual analytics systems provides a powerful new paradigm for helping intelligence analysts. Our studies also revealed many open problems for visual analytics system development overall, including the need to keep pace with a growing ability to log and record information and to assist the complex process of analytical reasoning, hypothesis formulation, and decision making.
UNDERSTANDING INTELLIGENCE ANALYSIS
A treatise on intelligence analysis psychology and associated mental reasoning types identified characteristics in the intelligence analyst mindset that differ from natural inclinations. 5 For example, most people who encounter uncertainty develop a single hypothesis to explain the situation and will then work to gather evidence that validates their hypothesis. Intelligence analysts, in contrast, are trained to develop multiple hypotheses and seek out information that can invalidate many of them.
Process models
Existing models of the analysis process typically involve some iterative cycle of exploration with steps such as data collection, processing, analysis and production, dissemination, and planning and direction. 6 A notional model widely adopted in the visual analytics community comprises a linear set of states that characterize an investigation's data and process flows. 3 At a high level, the model contains two primary loops: a foraging loop, in which analysts collect data and evidence, and a sensemaking loop, in which they reflect on the data as part of generating schema and hypotheses about the situation and ultimately constructing a presentation of their findings. Each loop contains three stages that refine the process, and both loops are connected through an overarching reality or policy loop. Analysts proceed iteratively through the loops during an investigation.
The notional model broadly characterizes the workflow in analysis and has guided the development of many computational tools. However, it abstracts substantially from analysts' work in the real world and does not provide enough detail to develop tools that analysts can integrate seamlessly with their existing workflow. Moreover, not all analysts agree that the model's sequentially ordered loops capture the way they work.
An alternative model 7 allows modeling, collection, analysis, and production to take place in parallel with different emphases throughout the investigation. At the start of the investigation, the emphasis is primarily on modeling and then shifts to collection, analysis, and production at later times.
Qualitative user study
To better understand the analytical process and its requirements in the intelligence domain, we observed student teams at Mercyhurst College who were acting as intelligence analysts in training; each team was assigned an intelligence analysis project over 10 weeks. 8 We observed three teams working on projects for clients outside the college. We provided a project for the undergraduate student team we observed; the two other teams we observed were graduate students analyzing projects that other external clients provided.
We found that four processes dominated the workflow: construction of a conceptual model, collection, analysis, and production. analysis is typically not about finding the answer to a specific problem, and it does not evolve sequentially. Another misconception is that intelligence analysts typically operate as lone investigators while researching some problem. In our study, collaboration was commonplace, crucial, and frequently asynchronous. Also, rather than seeking grand, monolithic computational analysis tools, the student analysts used a variety of computational tools with many small applications serving a single specific purpose. The students sought ways to integrate existing tools and easy-to-use new tools that leveraged known analysis methods.
Our observations led to a recommendation list for those developing visual analytics technology:
• Externalize the thinking process. Help analysts continuously build a conceptual model.
• Support source management. Enable the management of both pushed and pulled information and the meaningful organization of sources.
• Harness constantly changing information. Integrate collection and analysis in a single system and help analysts use structured methods during collection.
• Help analysts create convincing production. Support insight provenance and sanity checks of analytical products.
• Support asynchronous collaboration. For exploratory analysis, asynchronous is a better fit than synchronous collaboration.
A SAMPLE INVESTIGATION
A hypothetical intelligence investigation of a publicly available report illustrates how visual analytics could aid intelligence analysis. To explore the benefits of such support, we looked at how an analyst might use Jigsaw to investigate The 9/11 Commission Report about the 11 September 2001 terrorist attacks on the World Trade Center in New York. We divided the report's 585-page PDF into 585 separate documents, which effectively simulated a large collection of short intelligence reports.
Jigsaw combines automated text analyses with interactive visualizations for exploring and analyzing collections of unstructured and semistructured text documents. 9 It automatically identifies entities of interest in the documents, such as people, places, and organizations, and then shows connections between those entities and between documents and entities across the entire collection.
We defined connection as co-occurrence: if two entities co-occur in the same document, they are connected to each other as well as to that document. If entities co-occur in many documents, they have a stronger connection. Even though this co-occurrence-based model is simple, it has turned out to be a powerful tool for investigative analyses. It works best if the individual documents are not too large, which fits well with intelligence analysis, since news articles or case reports are usually a few paragraphs.
Starting out
The analyst begins by importing the 585 single-page documents and running an automatic entity identification. She uses the integrated OpenCalais webservice to identify people, locations, and organizations; the integrated GATE (general architecture for text engineering) package to identify money entities; and built-in regular expressionmatching a lgorithms to identify date entities. The analyst removes all entities that occur in only one document because they would not contribute to any connections and performs a basic entity cleanup process, which includes removing wrongly identified entities and aliasing entities with multiple representations, such as "George Bush" and "George W. Bush."
The entire process results in a document collection w it h 369 p er s on, 20 0 location, 252 organization, 12 money, and 464 date entities across the 585 documents. The analyst then selects Jigsaw's list view to observe an overview of the resulting entities. As Figure 1 shows, the list view displays lists for the location, person, organization, and money entities. The analyst can change the list ordering from alphabetic to frequency of occurrence (the ordering in the figure) . The most frequent location entity is the United States (364 occurrences), followed by Afghanistan 
Entity exploration
To better understand the report's themes and topics-particularly mention of Usama Bin Ladin-the analyst opens Jigsaw's document clu ster view a nd
Cross-view selection and filtering are important capabilities in a visual analytics system. Because Usama Bin Ladin remains selected in the list view (Figure 2a) , the documents he appears in are also selected in the document cluster view (yellow circles in Figure  2b ). He is connected to more than 10 documents in the clusters with keywords "islamic,report,ladin's," " a t t a c k s , r e p o r t s , p l a n ," a n d "interviews,reports,2004" and to seven documents in the cluster with keywords "9/11,hijacking,ksm."
Alternatively, the analyst could use cross-view selection in the opposite direction. In this exploration, she selects the "president,vice,secretaries" cluster and observes in the list view that George W. Bush, Dick Cheney, Condoleezza R ice, a nd Dona ld Rumsfeld are the persons most connected to that cluster. She notes that in the list view in Figure 2a , Donald Rumsfeld is not connected to Usama Bin Ladin.
To learn more about Rumsfeld, she opens the graph view and explores the person and organization entities connected to him using the circular layout in Figure 3a . In this view, Jigsaw positions the documents that mention Donald Rumsfeld on a circle and the related entities within that circle. The layout shows strong connections to the person entities George W. Bush, Dick Cheney, and Stephen Hadley, as well as to the The graph view also lets the analyst interactively explore the connection network by double clicking on an entity or document to expand or collapse it. Expansion brings in all connected items. A plus sign next to the document indicates items with additional connections that are hidden.
The analyst next wants to read the documents about Donald Rumsfeld, so she opens them in the document view to reveal the list of 26 documents in Figure 3b . The number in front of each document that mentions Donald Rumsfeld indicates how often Jigsaw has already displayed it. The word cloud above the displayed text summarizes the currently loaded document set using the most frequent words in those documents. The one-sentence summary 
(a) (b)
below the word cloud is the result of a text summary analysis.
To support quick document scanning, Jigsaw displays entities in different colors: red for person, green for location, tan for organization, and blue for date. This displayed document describes a restricted National Security Meeting on the night of the attacks in which "Rumsfeld urged the President and the principals to think broadly about who might have harbored the attackers, including Iraq, Afghanistan, Libya, Sudan, and Iran." (The numbers in some sentences in the document are footnote references.)
To investigate if the collection contains similar documents, the analyst opens the document grid view and then sorts and colors the documents by their similarity to document p347. Figure 4a shows this view. She sees that document p215 mentions "Bonk told Bush that Americans would die from terrorism during the next four years. During the long contest after election day, the CIA set up an office in Crawford to pass intelligence to Bush and some of his key advisors."
The analyst senses that there might have been some miscommunication in the postelection transition, so she decides to explore the role of former president Bill Clinton. She selects the word tree view, and as Figure  4b shows, Jigsaw displays a word tree 10 -all occurrences of a word or phrase across all documents in the context of the words that follow it. The analyst can explore each word further by simply clicking on it. The word tree view for Bill Clinton shows that his "administration effectively relied on the CIA to take the lead in preparing long-term offensive plans" and that "One of the great regrets of my presidency is that I didn't get him [Bin Ladin] for you."
EVALUATING INTELLIGENCE ANALYSIS SYSTEMS
Although this hypothetical investigation illustrates the utility of visual analytics, it is less clear how to measure a visual analytics system's contributions to insights, particularly in intelligence analysis. In an attempt to qualify the benefits of systems like Jigsaw, we employed a mix of comparative studies, research community contests, and real-world use. These approaches can form the basis of a general strategy for evaluating intelligence analysis systems that rely on visual analytics.
Comparative study
In one evaluation, 11 we used a small synthetic dataset with embedded ground truth (a planted, recognized threat), consisting of 50 imaginary short reports with a hidden threat. We recruited 16 students, divided them into four groups, and asked them to analyze the documents and identify the hidden threat. Participants in the first group had only a pencil, a printout of all the reports, and some blank sheets for note-taking. Participants in the second group received an electronic copy of the reports and could use basic text-editing software to read and search the documents. Participants in the third group used Jigsaw's document view only, which supported reading and searching, as well as automatically highlighting identified entities within the documents. Participants in the fourth group used Jigsaw's entire visualization suite.
The study participants worked with the documents for 90 minutes and then wrote debriefing statements, which we compared to the ground truth and then graded for accuracy. In addition to conducting follow-up interviews and collecting students' notes, we videotaped all the sessions and used screen-capture software for participants who worked on a computer.
We began the analysis with an inductive approach to examine the qualitative data with the aim of unveiling potential concepts and themes and understanding the tools' influence in different settings. Later in the analysis, we combined inductive and deductive approaches and supplemented them with observations from videologs, screen captures, and other quantifiable data.
We found that, on average, the participants using the full Jigsaw system outperformed all other groups, although this result is not statistically significant because of the small subject population. We observed four investigation strategies that participants tended to use singly or in combination:
• read all documents carefully before investigating, • find an initial clue and follow a trail from that, • search for a variety of specific keywords, and • briefly overview all documents and then filter specific concepts and examine those results in detail.
The participants who used the full Jigsaw suite applied the last three strategies and performed well using any one of them in isolation.
Contest datasets
We have also used Jigsaw for our own investigations and have participated in several challenges and contests sponsored by the IEEE Conference on Visual Analytics Science and Technology (VAST). These contests provide synthetic document collections with embedded ground truth, and teams must find a hidden threat in these documents. Working with Jigsaw on the contest datasets We found that investigators use visual analytics systems not only to explore but also to share understanding.
helped us gain practical experience in these types of intelligence investigations, improve the system, and develop additional functionality.
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Real-world use
Because we have made Jigsaw freely available, we have been able to evaluate its use in actual work. To better understand how professional analysts have been using the system and to determine its benefits and limitations in practice, we interviewed six investigators who had been using Jigsaw for an extended period: 13 an aerospace engineering researcher, a business analyst investigating fraud, a doctoral candidate in industrial and systems engineering studying enterprise transformation, and three intelligence analysts-one from a national laboratory, one from the US Air Force, and one from a police department.
Our goal in this study was to evaluate whether or not Jigsaw is helping analysts with their tasks, to understand its application to different document types and domains, and to identify useful system features and capabilities as well as missing or problematic features.
We identified a range of applications across multiple participants. Many used Jigsaw to find connections and relationships among entities-one of Jigsaw's core goals. Some used it as a search and comparison tool to work more conveniently with text documents, and still others used it to gain a broader understanding or overview of their documents. Some participants also used Jigsaw as a communication aid to share their understanding with others-an application that surprised us because we created the system as an analysis tool and have always thought of it that way. We found it interesting that some study participants were also using it to present findings and share their story with colleagues.
The study investigators also identified several limitations and issues in Jigsaw's use. Some participants wanted better ways to work with only subsets of their document collections. They wanted to dynamically filter out documents in an investigation yet maintain the option to reintroduce the filtered documents at any time. Participants reported that document importing often required manipulating and translating their original documents into a form that Jigsaw could better analyze. The problems that arose in document importing or any other system use raised questions about Jigsaw's accuracy, generating comments from the investigators and their colleagues about how any kind of issue or usability problem erodes trust.
As a result of this study, we formed several objectives for Jigsaw and other visual analytics systems that support document analysis. The investigators believed that entity identification is crucial, and they wanted easier and more reliable mechanisms to perform it and correct or modify it. They also sought to have more flexible mechanisms for management activities such as importing, storing, filtering, and maintaining documents. Some users wanted more quantitative and statistical analysis capabilities, such as more network analysis and modeling metrics. Some investigators wanted to change the user interface so that they could annotate system views, highlight particular items, and add notes and comments on top of the visual representations. We plan to incorporate many of these suggestions in future Jigsaw versions and recommend that visual analytics system designers consider them as well.
I
ntelligence analysis requires people and organizations to review and assess large collections of information to better understand current situations and take appropriate next steps. We designed Jigsaw to help investigators explore and understand collections of text documents, and in particular, to follow trails of ideas embedded across the documents. Early versions of Jigsaw emphasized a suite of interactive visualizations portraying the documents' contents and connections between entities in the documents. 4 More recently, we have integrated computational text analysis capabilities 9 to better support some of the analytical tasks we identified while observing analysts.
Jigsaw's name comes from the notion of putting the pieces together, which it has successfully done in a range of applications in intelligence analysis and other domains, including academic research, fraud, investigative reporting, law enforcement, business intelligence, and email document collections. Regardless of the application domain, visual analytics will succeed only if developers fully understand the unique demands of analysis and the way that analysts approach their work and use that understanding to develop tools that seamlessly integrate with analysts' workflows.
Selected CS articles and columns are available for free at http://ComputingNow.computer.org. 
Carsten Görg is an instructor in the Computational
